


The need for iIOS forensics

® More than 5 years on the market

* 6 IPhones, 5 IPods, 5 IPads
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OS data protection

e Device passcode
Protects unauthorized access to the device
Bypassing is not enough (used in encryption)

e Disk encryption
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OS forensics

e | ogical acquisition (iTunes backups)
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OS forensics:
L ogical Acquisition

e "Ask” the device to produce backup

. Dewce must be unlocked (by passcode olf
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OS forensics:
Physical Acquisition

e Boot-time exploit to run unsigned code

e O

e Jailbreak




0OS 4+ passcode
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Cloud

Introduced in Oct 2011

Introduced with i0OS 5

5 GB free storage
Up to 50 GB paid storage
Over 300 million users in June 2013

Backups, documents, notes, calendar, Find My Phone



ICloud services

- Bala

|« > || 8] |D] : @ Apple Inc. @ www.icloud.com ¢ | € |

& (1] #E  PexsvsuTe! ..narenviumka NetAtlantic Apple Google Maps YouTube Wikipedia News ™ Popular ¥ 3G Axtenna DS 3G-18 » f_:r

iCloud @ Viadimir Katalov = Sign Out (?)
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Reminders Find My iPhone



ICloud Control Panel

®OC iCloud
\. 4 | > || ShowAll |

L_J | Calendars & Reminders

o
iCloud | -

Safari
Account Details

Sign Out ® ¢ Photo Stream Options...

Documents & Data
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ICloud backups: why"




ICloud backup - what

e (Contacts and Contact Favorites
e Messages (including iMessages)
e (Call history

e Application data

e Device settings

e (Camera roll (photos and videos)
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ICloud backup - when

e Backup runs daily when the device is:

e Connected to the Internet over Wi-Fi
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Cloud backup - how

Backups

Automatically Back Up Manually Back Up and Restore

@ iCloud Manually back up your iPhone to this computer or restore a backup

. : . stored on this computer.
Back up the most important data on your iPhone to iCloud. X ar. MTSRUS =&

() This computer
A full backup of your iPhone will be stored on this computer.

“icloud St

i Back Up Now | Restore Backup...

. Last backed up to iCloud: Today 1:52 AM
M Encrypt iPhone backup Storage

This will also back up account passwords used on this iPhone.

- Total Storage
. Change Password... | 9

Available

Manage Storage

Change Storage Plan

Backup

iCloud Backup

Automatically back up your camera roll,
accounts, documents and settings when
this iPhone is plugged in, locked and
connected to Wi-Fi.

Back Up Now




Cloud CP: backups

iCloud

Manage Storage
48.68 CB of 55 GB available

Change Storage Plan...

Vladimir's iPhone 5

Vladimir's iPhone 5

m Keynote Vladimir Katalov's iPad

h:_:‘ Mail

Pages
Numbers

SoundHound

View Account...




Reverse-engineering iCloud backups

e jailbreak iPhone
e |nstall Open SSH, get keychain (keychain-2.db)
o [Settings] | [iCloud] | [Delete Account] | [Delete from My iPhone]

o [Settings] | [General] | [Reset] | [Reset All Settings]

e reboot




ICloud backup protocol tlow

e Dynamic: endpoints depend on Apple ID
e Built on Google Protocol Buffers (mostly)

* Files are split into chunks
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Files in iICloud

Container 2 Container 3

l /S
Chunk

ChunkReference ChunkReference ChunkReference
Containerindex 1 Containérindex 3 Container index 2




ICloud backup: authentication

query:
https://setup.icloud.com/setup/authenticate/SAPPLE D9,

Authorization:Basic <authentication data>
authentication data = mime64 (ApplelD:password)

returns: mmeAuthToken, dsPrsID

example:
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ICloud backup:
get auth. token, backup IDs, keys

query:
https://setup.icloud.com/setup/get account settings
Authorization:Basic <authentication data>

authentication data = mime64 (dsPrsID:mmeAuthToken)
returns: mmeAuthToken (new/other one!!)

query:
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ICloud backup: download files (1)

Enumerate snapshots

HTTPS GET
https://p11-mobilebackup.icloud.com/mbs/(dsPrsID)/(backupudid)/(snapshotid)/listFiles?offset=(offset)&limit=(limit)

Get file authentication tokens
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ICloud backup: download files (2)

Download chunks

Windows Azure:

http://msbnx000004.blob.core.windows.net:80/cnt/g6Y MJKQBPxQruxQAr30C?
sp=r&sr=b&byte-
range=154-31457433&se=2013-06-07T110:14/&st=2013-06-07T09:19/&sig=0EdHy75
gGHCee%2B|KeP/ZBgz8xbWxpTxaYyASWFXVx2%2Fq%3D




ICloud encryption

e Data stored at 3rd-party storage providers is encrypted
e Apple has encryption keys to that data

e Some files are further encrypted using keys from OTA
(over-the-air) backup keybag
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- iCloud backups

ICloud backups - summary

There is no user-configurable encryption for iCloud backups

ICloud backups are stored in Microsoft and Amazon clouds in
encrypted form

Apple holds encryption keys and thus have access to data in
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ICloud protocol changes
(March 2013)
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X-Apple-MBS-Protocol-Version: 1.7
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Find My Phone

@00 iCloud - Find My iPhone mi.. MTS RUS 7 18:16 4 93 % [mmp
| € ¢ ié\ Q; 2| | & Appleinc.@ www.icloud.com ¢
My Devices
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Devices All Devices

All Devices

My Devices

:E All Devices =

tTeg

. Sasha's IPhone

. Verizon IPhone 4

Sasha's iPhone

Offline

vk-Imac

. Viadimir Katalov's iPad

Viadimir Katalov's IPad
Standard Satellite Hybrid

Verizon iPhone 4

Offline




FiIndMyPhone protocol

How: just sniffing HTTP traffic (www.icloud.com, Find My Phone)

avliglelgriielgh Get devices with location:

validate:

: _ initClient:
https://setup.icloud.com/setup/ws/1/validate)

https://p11-fmipweb.icloud.com/fmipservice/client/web/initClient

ClientBuildNumber=1M.63768 (constant) e e
C//ent/d frehetele GU/D) https://p11-fmipweb.icloud.com/fmipservice/client/webjrefreshClient

3 \ "l . A
e = ﬂ oy B = AT e et * ‘; deh2ae A TR ’..' N Y g L T L : sl § LRy g sy .:".’ J ar or s _r'—.r~- - . 28, s PR R
- > A ) 3 FPe £ 5 '. .,.’ g 5 ‘ 1 H. 345 L 2624 : PR R N At L '. y % oY e AL . ;_.'_ '- _— o - f."'h_ Aas ' > Y ’..—..'._.ﬂ-‘. el R
I 4 - AN > d 9 !




FiIndMyPhone - demo output

| locations.txt

deviceDisplayName = iPhone 5

name = Vladimir's iPhone 5
batteryLevel = 0.700216
locationEnabled = 1

longitude = 37.6243

latitude = 55.8114

positionType = Wifi

is0ld = @

Device found: 00:00:27.786000 ago

Device #3
deviceModel = MacBookAir3_2
modelDisplayName = MacBook Air

deviceDisplayName = MacBook Air 13"
name = Vladimir Katalov's MacBook Air
batteryLevel = 0

locationEnabled = 1

longitude = 0

latitude = 0

positionType =

isOld = ©

Device not found

Device #6
deviceModel = ThirdGen-4G

deviceDisplayName = iPad

name = Vladimir Katalov's iPad
batteryLevel = 0.74746
locationEnabled = 1

longitude = 37.6245

latitude = 55.8113

positionType = Wifi

is0ld = @

Device found: 00:00:36.485000 ago




ICloud documents

iCloud - iWork . aill. MTS RUS & 18:17 7 93 % [mm}

@ Apple Inc. @ www.icloud.com ¢ Q
NetAtlantic Apple Google Maps YouTube Wikipedia News~ Popular ¥ 3G Awrenna DS 3G-18 : - Pages Edit

o
Q Keynote Pages Numbers Q-

Date ‘ Name

EIFT FAQ To Do ElcomSoft_Lette
r re pat...scovery

Pages '09

PDF
Word

To Do ElcomSoft ...Passcovery {OpuoH} MNnan
February 23, 2013 4:33 PM February 12, 2013 11:41 AM February 12, 2013 10:50 AM

{OpwoH} MNMnau {OpuoH} Getting Started
MeToau...LeHKn

{Opuon} Me...nka oueHr

=i Cloud: documents in iWork format only
—PBB: all formats




Cloud CP: documents

iCloud

Manage Mnrage Change Storage Plan...
48.68 GB of 55 GB available

Q {OpuoH} MeToauKa OUEHKHU

n Keynote {Opuon} Mnax
To Do.pages-tef

ElcomSoft_Letter re patent infringement_Pa...

E-_d Mail

“ Numbers

& SoundHound

Additional data: 205.7 KB Delete All

View Account... | Done |

I M.}nagej..




Get files from iCloud

To get list of files

* Authentication request (with given ApplelD & password). Client gets mmeAuthToken in return;
which, in order, is used to create authentication token (together with dsid). dsid (Destination

Signaling |IDentifier) is an unique ID assigned to the user when registering at iCloud.com.

* Request to get AccountSettings. Client gets an URL (ubiquityUrl) with an address to get UUID
(unique user identifier), file list, info on file tokens and for authorization.

* Request to get file list (POST). Output (for every file):

* file name

3 ay * ) & N - - - b b - B - . I- & < i - is P = y : .. a0 B ¥ Bra 24 4 2 o
e s udi P &4 .‘f s ' 5 e e Bl b O RO - t lg AN > 184 i N A Y N e ey - B p i /'- Anhe. i £ F 2 9 :
A (A °k s e 2 . v Roaraw B - 3 . r h & S
cheiil T R PR AT Y. Ak T o Sy N . SRt BT, % g L A T R ' B e : g a v . ) K T
: i o T y

Pt o =




ICloud backup: packages

® KeyNote: PDF, Microsoft PowerPoint, KeyNote '09
® Pages: PDF, Microsoft Word, Pages '09
® Numbers: PDF, Microsoft Excel, Numbers '09

® Some other programs (1Password etc)

Many documents are stored as packages

Storage: plist + content (text, media files)

Reguests:




ICloud docs: demo out

|_] files_list.txt — Edited ~

buildVersionHistory.plist
/com~apple~Pages/Documents/EIFT
4222124650662430

221 bytes

index.db
/com~apple~Pages/Documents/EIFT
4222124650662429

376832 bytes

index.viewstate
/com~apple~Pages/Documents/EIFT
4222124650662435

713 bytes

: metadata.plist
/com~apple~Pages/Documents/EIFT
4222124650662431

: 416 bytes

preview-micro.jpo
/com~apple~Pages/Documents/EIFT
4222124650662442

1489 bytes

preview-web.jpg
/com~apple~Pages/Documents/EIFT
4222124650662443

11782 bytes

preview.]jpg
/com~apple~Pages/Documents/EIFT FAQ
4222124650662444

: 45229 bytes

EIFT FAQ.jpg
/com~apple~Pages/iWorkPreviews/EIFT
4222124650662514

: 45229 bytes




Possible usage

Backups in iCloud
e near-realtime acquisition (SMS, iMessage, mail, call 1ogs)
* browse backup data without actual device

e download only data of specific type

Find My Phone

e keep track

e using Google Maps (or whatever)
e track enter/leave pre-defined area Y 0O € iCloud

e 2+ devices simultaneously (meeting alert)

Manage Storage
48.68 GB of 55 GB available

Change Storage Plan...

Documents in iCloud - oo
a Passbook
e open from 3rd party apps Infinity Blade I
SN
° traCk ChangeS g N.O.V.A. 2 - Ne...

e download unsupported document data

@ Zombie Gunship
- Delete Delete All

View Account... | Done |

Forensics!

|




The Tools

Elcomsoft Phone Password Breaker

e Retrieves all iCloud backups (last 3 backups are stored)
e Wireless or fixed connection

e Downloads individual files or converts to iTunes format
e Access to iCloud backups from the PC

e Incremental backups (faster downloading)

e  On-the-fly decryption

e No 2FA warning

(% Sign in with Apple ID

Apple ID: I

Password: ooooooooood

" Wse authentication token (baset4)

Select backups

@qgmail.com
1271¢

The iPhone [iPhoned4,1] [SM: C39 ]
UDID: Fdaad4
Updated: May, 15 2012 21:08; 3 snapshot(s)

Size: 102.0 MB

Elcomsoft Phone Password Breaker

*S EPPE can restore original file names (under which they have been
) stored on the device) and store downloaded files under that
names.

\Would vou like EPPB to restore file names?

(NOTE: If vou intend to load downloaded backup into third-party
software for analysis please answer 'No")

Elcomsoft Phone Password Breaker |

o | _cow |
Downloading The iPhone , snapshat 7...

I

Got 209 chunks, 12,57 MBytes Cancel

Elcomsoft Phone Password Breaker

‘:0:' The requested backup(s) have been successfully downloaded



. Oxygen Forensic Suite 2011 4
Main View Tools Service Help

I .'é All devices b« iTunes Backup (5dbe705b08a5¢c99f52622a013bdc933448d1d3a0) - 14.02.2011 15:01:31 [011742009311097] P @ Phone Activity

: v
|| Search L@ Export 2 Print ~ %Reset Filters | @ Help

List Remote party Contact
Description Filters:
Date Filter

Oxygen Forensic Suite oos. e
www.oxygen-forensic.com T 123 |

. What's up dude. Clanfied it now?
Comprehensive forensic analysis o s so crangy

. - He just mad cuz you took the spot 10
T = E X .- Want to hel 7 ul 7 8 9 10 11
Built-in and third-party applications ant to help me figure ou

. - | prefer not to mess with these people Remote Party Filter

. - | feel ike someone is watching me 85 @[] Beards Michael

Deleted data anaIVSis (from application databases) ... | think it wont make any sense to him 8= @ [] Bobson Nick

r
.| @ Simon Payge's iPhone 4S (Simon Payge) - Communication Statistics Diagram
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Skype sms: 12
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System application  17.01.2011 8:58:42 ; ) ! "Mark Barnes" 8 '., |4y ! M
System application  17.01.2011 9:02:49 Skype chet 7 p—e 4 7 a—
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Note: Wire transfer only.
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3
! ok Jot
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IP connections 18.01.2011 14:59:31 ) @

Lars Jason

- i~ no-... Davidson Ivan 9 jasonpds 5'"‘0"' Payges +79688685325 Twitter <n-, +79652764290 Jam g
IP connections 18.01.2011 14:59:31 L;a
\

Simon Payge's iPhone 45 jasonp4S
(Simon Payge)

IP connections  18.01.2011 14:59:31 ne— |2 kspam Parge.. \ — &
' ‘ > ﬂ & "

< Skype chat: 16
IP connections 18.01 2011 14: 59 31 peichd R e & - Hem ) ik P con Ohava..

e patrlckpaygeho Cook John

IP connections 18.01.2011 23:51:57 Phone number. +79060356956 g !/ % 2% e‘;la i
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Skype chat  2/5/2013 2:25:36PM  Already - v
lars.jason Skype chat  2/5/2013 2:25:31PM I am at the meeting sleeady & 13

Skype chat  2/5/2013 2:25:24PM  Sorry will call you later

Skype chat  2/5/2013 2:25:01PM Back

Skype chat  2/5/2013 2:24:59PM  Will check them as soon as I am — -

lars.jason Skype chat  2/5/2013 2:24:50 PM  Yes but I have limited access to my mail box at the moment 13
Skype chat  2/5/2013 2:22:34PM  Oh yes too much work,I am still in Berlin

¥ lars.jason
) m ‘“A. =
) 1 m lars.jason Skype chat 9/6/2012 3:58:51PM  Did you receive the money? ! )
12
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Lars Jason - Simon Payge's iPhone 45 (Simon Payge) Total: 16 Filtered: 16 YouTube...
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Apple 2FA

Requires to verity your identity using one of your devices before you can:

» Signinto My Apple |ID to manage your account.

 Make an iTunes, App Store, or iBookstore purchase from a new device.
« Get Apple ID-related support from Apple.




Apple 2FA
(Two-step Veritication)

& Apple - My Apple ID A iPod & (=]

| & |+ https://appleid.apple.com/cgi-bin/WebObjects/MyAppleld.woa/733/wo/ga Applelnc. @ & | | Q- Google O~ £~
n
& [J] =2 Pexemsur.tenbwwmka NetAtlantic Apple Google Maps YouTube Wikipedia News (456) ¥ Popular ¥ 3G Antenna DS3G-18  Elcomsoft CP
(L] Apple - My Apple0. .}~~~ -

Tuesday, May 21

(%)

Enter Verification Code.

We have sent a temporary verification code to John's iPod touch. Enter the
code to continue. Didn't receive a code?

Verification Code

Verification Code: Your Apple ID verification code is:
6985

sli )




App\e OS 7 what's new

Disabling location services in iOS7 now requires Apple |ID
password
(better chances of finding stolen devices)
Keychain can be synced between Max OS X and i10S

Keychain can be stored in iCloud, requires separate
password

lcons Downright Ugly



Apple 10S 7

iCloud

Create an iCloud Security Code.

This code is used to protect your password when restoring
them to a new device.

iCloud

L |

Enter a 4-digit Security Code
ICIOU More Recovery Options

Cancel

Create an iCloud Security Code.

This code is used to protect your password when restoring
them to a new device.

Documents & Data

Account Detamsm ey 7“[;]*%**" Py -y

Sign Out
4 L‘;j Back to My Mac

Write down your Security Code and keep it in a safe
place. Apple cannot replace a lost Security Code.

L}
> : Create Random Code Disable Keychain Recovery
@ Find My Mac iIClou « x ychain Recoven

Cancel Back Next Options...

|
|

Account De o e Tr———
- v Documents & Data

Sign Out
Vi L"_j Back to My Mac

9 Find My Mac

| I Manage...




ICloud keychain

® 00 Keychain Access

d ) Click to lock the iCloud keychain.

Keychains
login
iCloud

appleid.apple.com (apple@elcomsoft.com)
Kind: Web form password
int: apple@elcomsoft.com
System Where https://appleid.apple.com
System Roots Modified: 11 Jun 2013 07:31:55

Name 4 Kind Date Modified Keychain
(@ accounts.google.com (Passwords not saved) Web form password 11 Jun 2013 07:31:55 iCloud

Category ;A; AirPort application passwor{ .54 = 10:42 AM —
All Items 7% aknet AirPort network pas
Passwords < AutoFil Passwords Clear All
Secure Notes (@ appleid.apple.com (qgtt.test@gmail.com) Web form password
My Certificates ) appleid.apple.com (gtt.test@icloud.com) Web form password
@) appleid.apple.com {vkatalov@mail.ru} Web form password
() calendar.google.com Internet password app|eid_app|e_00m
() calendar.google.com Internet password apple@elcomsoft.com

) daw.apple.com (elcomsoft) Web form password
) daw.apple.com (info@elcomsoft.com) Web form password
@ daw.apple.com (vkatalov@gmail.com) Web form password

Keys
Certificates

appleid.apple.com
gtt.test@gmail.com

appleid.apple.com
gtt.test@icloud.com

[i] { _1_] l__c_‘)ﬂ’_} 69 items

appleid.apple.com
vkatalov@mail.ru

daw.apple.com
elcomsoft

daw.apple.com
info@elcomsoft.com

daw.apple.com
vkatalov@gmail.com

daw.apple.com
vkatalov@mail.ru




ICloud keychain - cont-d

4:13 PM 4:13 PM iPod = 10:40 AM

;o= S>>

N =

iCloud Security Code { iCloud Sec... Verification Code

Allow “Mac Mini” to use
iCloud Keychain

Enter the Apple ID password for
“vkatalov@mail.ru” to allow Mac Mini to
use your passwords.

VERIFICATION CODE SENT TO
7 (985) 998-6820
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=

1 1 1 EE

ABC space return




Conclusion

e Balance between security, privacy and
convenience

e |(Cloud security risks

n n n
¢ [Use additional encryption
i . e O = A2/ J A A = 1 '\ 4 " a | s 4 l: A = 1 flipgiid % R R g R S s | .:.-‘:. § s ,’- f' s - \-.-
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Windows Phone backups

What is saved:
® |Internet Explorer Favorites
® |jstof installed apps
® Theme and accent configuration
® (Call history
® App settings (where applicable - email and accounts, lock screen etc)
® Test messages (SMS conversations)
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Thank you!

Cracking and Analyzing Apple iCloud
backups, Find My iPhone, Document Storage
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