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SOURCES

¡Backup of the synced iPhone (iTunes/iCloud)
¡Device
¡ Device info and installed applications
¡ AFC acquisition
¡ Manual acquisition

¡Cloud (synced Health data)



APPLE WATCH BACKUPS

¡ Apple backs up Apple Watch 
data

¡ Comprehensive information 
at 
https://support.apple.com/e
n-us/HT204518

¡ Apple Watch content backs 
up automatically to your 
companion iPhone, so you 
can restore your Apple 
Watch from a backup. 

¡ When you back up your 
iPhone to iCloud or iTunes, 
your iPhone backup will also 
include your Apple Watch 
data.

https://support.apple.com/en-us/HT204518


APPLE WATCH BACKUPS

¡ Apple Watch automatically creates a 
backup on the iPhone when the user 
unpairs the Apple Watch from their 
iPhone

¡ Unpairing erases all data from the 
Apple Watch

¡ If the Apple Watch is unpaired while 
out of range of the paired iPhone, the 
backup might not have the latest data

¡ Users can re-pair their Apple Watch 
again and set it up from a backup

¡ We can extract Apple Watch backups 
from the iPhone and analyze the data



APPLE WATCH BACKUPS

¡ List of backups if available on Watch when 
you try to restore

¡ On restore, watchOS version should match

¡ watchOS should match iOS version 
sometimes

¡ Some information is visible in the iPhone 
settings (General | iPhone Storage | Watch)

¡ No control, can only remove (all backups!!)



APPLE WATCH BACKUPS: WHAT’S INSIDE?

¡ Built-in apps: app data and settings

¡ Third-party apps: only settings

¡ Health and Fitness data: history, achievements, 
Workout and Activity calibration data, user-
entered data 
¡ To back up Health and Fitness data, you 

need to use iCloud or an encrypted iTunes 
backup.

¡ App layout on Home screen

¡ Clock face and dock settings

¡ Notification settings

¡ Playlists, albums, and mixes

¡ The Siri Voice Feedback setting

¡ Synced photo album

¡ Time Zone



APPLE WATCH BACKUPS: WHAT’S NOT INCLUDED?

¡ Bluetooth pairings

¡ Credit or debit cards used for Apple Pay

¡ Apple Watch Passcode



BACKUP EXTRACTION

§ Apple Watch makes backups to synced iPhone

§ Must obtain iPhone data to access Apple 
Watch backups

§ iTunes backups of the synced iPhone are the 
easiest and most straightforward way to access 
Apple Watch data 

§ Password-protected backups required 
to access the Watch Health and Fitness 
data!

IOS FORENSICS



APPLE WATCH
IOS BACKUP



APPLE WATCH
IOS BACKUP – HISTORYSECUREPROPERTIES.PLIST

WiFi Mac Address

BT Mac Address
Serial Number
UDID



APPLE WATCH
IOS BACKUP – STATEMACHINE-<GUID>.PLIST

Pair status

WatchOSVersion installed at
time of pairing

Pairing timestamp
(Apple Cocoa Core Data)



APPLE WATCH
IOS BACKUP – ACTIVESTATEMACHINE.PLIST

Pair status

WatchOSVersion installed at
time of pairing

Pair timestamp
(Apple Cocoa Core Data)

Actually installed WatchOS
Version



APPLE WATCH
IOS BACKUP – DEVICEREGISTRY



APPLE WATCH
IOS BACKUP – NANOAPPREGISTRY



APPLE WATCH
IOS BACKUP – NANOMAIL\REGISTRY.SQLITE



APPLE WATCH
IOS BACKUP – NANOMAIL\REGISTRY.SQLITE



APPLE WATCH
IOS BACKUP – NANOMAIL\REGISTRY.SQLITE



APPLE WATCH
IOS BACKUP – NANOPASSES\NANOPASSES.SQLITE3



APPLE WATCH
IOS BACKUP – NANOPASSES\NANOPASSES.SQLITE3



APPLE WATCH
IOS BACKUP – NANOPASSES\NANOPASSES.SQLITE3



APPLE WATCH
HEALTH DATA IN LOCAL (ENCRYPTED) BACKUPS

¡ Most data comes into Activity category

¡ GPS locations are available in Workouts
category only

¡ Other userful categories: Steps, 
Walking/running distance, Mindfulness, 
Heart rate

¡ No Sleep data comes from Watch

¡ We have not found ECG data yet, 
sorry



APPLE WATCH
HEALTH DATA SYNCED WITH THE CLOUD

¡ No Health data in iCloud backups

¡ Health data is synced into the cloud
since iOS 11

¡ Starting with iOS 12, it is saved in 
secure container; 2FA is required

¡ ECG data is not synced

¡ The key to encrypted data is
protected with iCloud Keychain

¡ iCloud Keychain can be accessed only
by trusted devices

¡ To become trusted, one should know
the passcode/password to one of 
existing trusted devices



APPLE WATCH
CONNECTION WITH IBUS
HTTPS://WWW.MFCBOX.COM/SHOP/CATEGORY/IBUS-TOOLS/

https://www.mfcbox.com/shop/category/ibus-tools/


APPLE WATCH
PAIRING



APPLE WATCH
ACQUISITION OPTIONS

¡ Physical acquisition might be available with a 
jailbreak 
(e.g. v0rtex exploit for watchOS 3.0-4.1)

¡ No backup service is running on watchOS
¡ Device information is available
¡ List of installed applications can be obtained
¡ Shared files: sometimes work, but a very limited 

number of Watch apps use that
¡ AFC (Apple File Conduit) is the only reliable 

method
¡ Log files can also help!



APPLE WATCH
EXTRACT APP LIST



APPLE WATCH
EXTRACT LOGS



APPLE WATCH
MEDIA FILES



APPLE WATCH
DEVICE INFO – ELCOMSOFT IOS FORENSIC TOOLKIT 

Field name Field value

Hardware Model N121bAP

Serial Number GJ9X86F2J5X4

Bluetooth Address b8:41:a4:12:e6:b7

WiFi Address b8:41:a4:14:37:df

UniqueDeviceID 2a9fbea1643728ce72f820abd21cf5e85424234

DeviceName Apple Watch di Mattia

ProductType Watch3,4

ProductVersion 5.1.1

BuildVersion 16R600

TimeZone Europe/Rome

TimeZoneOffsetFromUTC 3600.000000

TimeIntervalSince1970 1544289361.799742 (Saturday 8 December 2018 17:16:01.799)

Language IT



APPLE WATCH
INSTALLED APPLICATIONS – ELCOMSOFT IOS FORENSIC TOOLKIT 

Field name Field value

ApplicationDSID 1321761630

Path /private/var/containers/Bundle/Application/83A3C4E9-F7A7-4813-AE28-
311494787654/MessengerWatchAppBundle.app

CFBundleExecutable MessengerWatchAppBundle

CFBundleName Messenger

CFBundleVersion 133700421

LSRequiresIPhoneOS True

WKCompanionAppBundleIdentifier com.facebook.Messenger

Container /private/var/mobile/Containers/Data/Application/1B9A093B-A9D6-4165-9396-47FC60C9F0F8



APPLE WATCH
LOGS



APPLE WATCH
AFC ACQUISITION 



APPLE WATCH
AFC – DCIM FOLDER



APPLE WATCH
AFC – ITUNES_CONTROL/ITUNES



APPLE WATCH
AFC – ITUNES_CONTROL/ITUNES/MEDIALIBRARY.SQLITEDB

item_extra

media_kind

0 Book

1 Music (mp3 format)

2 Film

33 Music (m4v format)

MediaLibrary.sqlitedb

FILE

36 table

_MLDatabaseProperties

Item_extra

_MLDatabaseProperties

iCloud Account ID

Synchronized with 
iTunes account



APPLE WATCH
AFC – ITUNES_CONTROL/ITUNES/MEDIALIBRARY.SQLITEDB

item_extra

media_kind

0 Book

1 Music (mp3 format)

2 Film

33 Music (m4v format)

MediaLibrary.sqlitedb

FILE

36 table

_MLDatabaseProperties

Item_extra

_MLDatabaseProperties

iCloud Account ID

Synchronized with 
iTunes account



APPLE WATCH
AFC – ITUNES_CONTROL/ITUNES/MEDIALIBRARY.SQLITEDB



APPLE WATCH
AFC – ITUNES_CONTROL/ITUNES/MEDIALIBRARY.SQLITEDB
Field name Field value

Title Prisencolinensinainciusol (Remix)

File format m4a

File 6117677501144294585.m4a

Total time (ms) 320027

File size (bytes) 11034161

Year 2012

Album Name Gift Clan 3 - Single

Artist Adriano Celentano

Composer Adriano Celentano

Genre Pop

Artwork us/r30/Music/64/1b/60/mzi.zlmopxmi.jpg

Track Number 2

iCloud Account ID 1321761630

Purchase date 04/01/2012  02:28:06

Item ID 483346952

Purchase History ID 230000997371840



APPLE WATCH
AFC – PURCHASES



APPLE WATCH
MANUAL ACQUISITION – SYNC TABLE

Application Deletion on iPhone Deletion on AppleWatch

Contacts Deletion is propagated Delation is not possible

Call log Deletion is propagated Delation is not possible

SMS/iMessage Deletion IS NOT PROPAGATED Deletion IS NOT PROPAGATED

Mail Deletion is propagated Deletion is propagated

Calendar Deletion is propagated Delation is not possible

Wallet Deletion is propagated Delation is not possible

Telegram Deletion is propagated Delation is not possible

Facebook Messenger Deletion is propagated Delation is not possible


